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CHAPTER 143B

e d

ARTICLE 15 - DEPARTMENT OF INFORMATION TECHNOLOGY

N.C.G.S. § 143B-1377.

State CIO approval of security standards
and risk assessments.
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§ 143B-1377(a)

§ 143B-1377(b)

§ 143B-1377(c)

§ 143B-1377(d)

Notwithstanding G.S. 143-48.3, 143B-1320(b), or 143B-1320(c), or any other provision
of law, and except as otherwise provided by this Article, all information technology
security goods, software, or services purchased using State funds, or for use by a State
agency or in a State facility, shall be subject to approval by the State CIO in accordance

with security standards adopted under this Part.

The State CIO shall conduct risk assessments to identify compliance, operational, and
strategic risks to the enterprise network. These assessments may include methods
such as penetration testing or similar assessment methodologies. The State CIO may
contract with another party or parties to perform the assessments. Detailed reports
of the risk and security issues identified shall be kept confidential as provided in G.S.
132-6.1(c).

If the legislative branch or the judicial branch develop their own security standards,
taking into consideration the mission and functions of that entity, that are comparable
to or exceed those set by the State CIO under this section, then those entities may
elect to be governed by their own respective security standards. In these instances,
approval of the State CIO shall not be required before the purchase of information
technology security devices and services. If requested, the State CIO shall consult
with the legislative branch and the judicial branch in reviewing the security standards

adopted by those entities.
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§ 143B-1377(e)

END OF SECTION TEXT

APPARATUS Il
2 AUTHORITIES

APPARATUS III

Before a State agency may enter into any contract with another party for an assessment
of network vulnerability, the State agency shall notify the State CIO and obtain
approval of the request. If the State agency enters into a contract with another party
for assessment and testing, after approval of the State CIO, the State agency shall
issue public reports on the general results of the reviews. The contractor shall provide
the State agency with detailed reports of the security issues identified that shall not
be disclosed as provided in G.S. 132-6.1(c). The State agency shall provide the State
CIO with copies of the detailed reports that shall not be disclosed as provided in G.S.
132-6.1(c).

Nothing in this section shall be construed to preclude the Office of the State Auditor
from assessing the security practices of State information technology systems as part

of its statutory duties and responsibilities. (2015-241, s. 7A.2.)

APPARATUS FOLLOWS — DERIVED, NOT ENACTED

Authorities referenced

Every G.S. cross-reference appearing in the text of this section, in order of first

appearance. Nothing is characterized; the operative language is quoted from the section

itself.

REFERENCE APPEARS IN OPERATIVE LANGUAGE IN THIS SECTION
G.S. 143-48.3 @ "Notwithstanding"

G.S. 132-6.1(c) (b) "be kept confidential as provided in"
Citation

FULL SECTION

N.C. Gen. Stat. § 143B-1377 (2026).

PINPOINT

N.C. Gen. Stat. § 143B-1377(a) (2026).

Pinpoint keys are set in the left margin of the text rather than line numbers: subsection

designators are stable across editions and paper sizes, line numbers are not.
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COLOPHON
Provenance

This document reproduces the text of one section of the General Statutes of North Carolina
from a source file whose SHA-256 digest is printed on every page. The digest fixes the bytes

this export was made from; if the State's file changes, the digest will not match.

The text of the section is unaltered. Subsection designators have been moved from the run of
text into the margin. The amendment history and the table of authorities are derived from the

section by mechanical extraction — they add no characterization of the law.

This is not the official text. The official text is published by the General Assembly of North

Carolina.

SET IN SPECTRAL AND ARCHIVO !
NORTH CAROLINA LAW — STATUTE EXPORT, FORMAT V1

UNOFFICIAL REPRODUCTION — OFFICIAL TEXT IS PUBLISHED BY THE STATE SHA-256 c1b1d1f5...f2edbc




